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Cloud Challenges 2017 vs. 2016

Lack of resources/expertise

20174 29
20164 29

Security

Managing cloud spend

Compliance 26%

23%
23%

Governance/control

26%

Managing multiple cloud services

Complexity of building a private cloud ek 24% w2017

Performance L1 15% m2016

Source: RightScale 2017 State of the Cloud Report
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Events & Reports ~ Computers  Policies

Dashboard  Actions  Alerts

Default Smart View Overview +
4+ Add/Remove Widgets.

7 Day View All Computers
A Alert Status I Computer Status & Security Update Stz Software Updates

@ Crtical: 0 Warning

LATEST ALERTS:
COMPUTER STATUS
Ne load COMPUTERS
- @ Critical 0

Anti-N MPBO. Out-of-Date |
Anti-M GT-JUMPBO.. 13 Hou Warnin

Upto-Date 19
Anti-M: @ Monsged @ Upto-Date 19
A Unk
Anti-M Unmanaged

Activity Overview & My Sign-in History

LAST 2 ATTEMPTS

1 ’628 ber 14,2016 09:53

PROTECTION HOURS tober 12,2016 14:45
1,628 to date

A Aert History

13.99 GB patasase size
2,112 Total sien-ins —_N

ALERTS o
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Document Exploit Protection

¥ Scan documents for exploits

Scan for exploits against known critical vulnerabilities only

¥ Sean for exploits against known critical vulnerabilities and aggressive detection of unknown suspicious exploits

Predictive Machine Learning

Enable Predictive Machine Learning

6]

Behavior Monitoring

¢ Detect suspicious activity and unauthorized changes (incl. ransomware)

¢ Back up and restore ransomware-encrypted files

Spyware/Grayware

¥ Enable spyware/grayware protection

IntelliTrap

¢ Enable IntelliTrap

[Process Memory Scan ** @ |

¥ Scan process memory for malware
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DPI engine

DPI rule
Shellcode:do_something bad

Reassembly
process

Network

Computer: 211.232.106.44

B Overview

© Anti-Malware Intrusion Prevention

@ Web Reputation Configuration:  On

{© Intrusion Prevention

) Integity Montoning
@ Log Inspection

Application Control

™ Interfaces

£¥ Settings Assign/Unassign. (=) Properties B Export ~ (%) Application Types. ER Columns.

? Updates ‘ NAME APPLICATION TYP
3G Overrides e 1008517 - Google Chrome Array IndexOf Out-Of-Bounds Access Remote Code Execution Vulnerability (CVE.. Web Client Commor

© 1008315 - Sun Solaris RPC Service PortMapper Decoder Port Mapper Service

© 1008521 - Microsoft Windows PDF Remote Code Execution Vulnerability (CVE-2017-0291)

Rule‘match:Drop-packet--

© 1008039 - OpenSSL SSL3_AL WARNIN Denial Of Service Vulnerability (CVE-2016-8610)

Web Client Commor
Unix SSH

OpenssL

Recommendations
Current Status: 85 Intrusion Prevention Rule(s) assigned

July 31,2017 11:05

Fragmentation
process

Packet:do_something_bad
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Compliance Cj & (PCI-DSS)

PCI DSS Requirement

Install and maintain a firewall configuration to protect cardholder data

Do not use vendor-supplied defaults for passwords or other security parameters @ Shared
Protect stored cardholder data Shared
Encrypt transmission of cardholder data User
use and regularly update anti-virus software @ User
Develop and maintain secure systems and applications @ Shared
Restrict access to cardholder data by business need to know @ Shared
Assign a unique ID to each person with computer access @ Shared
Restrict physical access to cardholder data Cloud Provider
Track and monitor all access to network resources and cardholder data @ Shared
Regularly test security systems and processes @ Shared
Maintain a policy that addresses info security for all personnel Shared

50 Copyright © 2016 Trend Micro Incorporated. All rights reserved. ,‘ -IV!I.RIE g E’)"



Endpoint M| Al 19

Gartner Magic Quadrant for

Endpoint Protection Platforms
January 2017 T

Intel Security ®
— .. Symantec Kaspersky Lab
This graphic was published by Gartner, Inc. as part of a larger research
document and should be evaluated in the context of the entire document. Eset @ Cylance
The Gartner document is available upon request from 360 Enterprise Security Group ® ® —
https://resources.trendmicro.com/Gartner-Magic-Quadrant- ® s Keachom Sleex @
Endpoints.html| T Panda Security: (@) CrowdStrike
7 ® Invincea
. . . ebroot
Gartner does not endorse any vendor, product or service depicted in its @
research publications, and does not advise technology users to select only |, AhnLab Malwarebytes @ ® o Al i
those vendors with the highest ratings or other designation. Gartner 5 Bitdefender ® e s
research publications consist of the opinions of Gartner's research g
organization and should not be construed as statements of fact. Gartner g G Data Software Comodo
disclaims all warranties, expressed or implied, with respect to this ; ®
research, including any warranties of merchantability or fitness for a =
particular purpose. E ‘ :
COMPLETENESS OF VISION As of January 2017

Source: Gartner (January 2017)
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The MARKET LEADER

in server security for
7 straight years

IDC

Analyze the Future

i

Symantec

Source: IDC, Securing the Server Compute Evolution: Hybrid Cloud Has Transformed the Datacenter, January 2017
#US41867116



2eres
a

@ NuTANDS
Google Cloud Platform ==

NETWORKING &
ﬁﬁﬁﬁﬁﬁ

CITRIX
ready
ktce
@loud

ved.

™ Microsoft
. Hyper-V

CCCCCCCCCCCC

Copyright © 2016 Trend Micro Incorporated. All rights reser

53



Xt (Gartner Best Practices)

Best Practices for |

e by 999 Senrwmest 10 —— b T,

oo S 47 S
S 2on ot fackied I 0 2
amorig Sosrtosity W bt saicied or ¥oiss Rt g ey

. v e ' 49 g o -~

Securing Workloads =

il e the e of (eep Sevy 1y 10 B g, T4
spriem condesrion semiam ckeed 0 Seep Seusty putces. wses (1 e
wibrde axsiavnd o 13 Lam Doep SEATEY. 404 s W frive A
Iy changmt that brpact apacations of 19 E6

I r l ‘
I .
R N

a5t
-
o351 PR £
20
. ek MY ! -
Sebpari by s e e NS v, Wt S A i b § ‘ e
e LT T — & y arendl
- -
20 3w 4 e & when ating Timsg MEOW'S Shcusty et aesinien .ol = |
AR 1 45, 300 Kverage DY (cpErLeg 1 b D corpens v o e
v wathn
e
N
e
S .
e g
o o
:’_"w: N et 5 g ™ P B 30,
M e, D et o by e - g
. ity T A Oy 2y .
‘\h.._“ I hrrnn ™ ™ ¢ o g e *
oy s I e by g ™. 4 v
- e Lo Ty

http://bit.ly/1pxaFTL

54 Copyright © 2016 Trend Micro Incorporated. All rights reserved.




£+ (cloud)

trendmicro.com/aws

SUPPORT SIGN IN TO YOUR ACCOUNT

FEATURES PRICING CLIENTS RESOURCES CONTACT US FREE TRIAL t re n d m i c ro . co m/a z u re

Sign in to your account

trendmicro.com/vmware

SUPPORT

Defe' - FEATURES PRICING CLIENTS RESOURCES CONTACT US FREE TRIAL

Deep Security™ offers O IREND FEATURES CLIENTS RESOURCES  CONTACT US

helps you maintain cont Defend your Azure workloads! curi
to won't slow you down.

Powerful. Fm,ﬁﬁ& Integrated. Automated.
That's Deep Securi Comprehensive. That's Deep Security.

Turbulence-free security for your VMware virtual data center.

Say NO t - Over 100 T
| Say 0 ransomware - Over 100 m FREE TRIAL WATCH VIDEO WATCH VIDEO

Alert | Say NO to ransomware ~ over 100 millon threats blocked and counting

& o’ to ransomware | Trend Micro can help minimize your risk. See how

Technology Comprehensive security for the modern data center.

des a comprehensive suite of

capabilities from a single agent. We ma ke CIOUd set

Our technology integrates seamlessty into your
development process, helping you to easlly scale
security with your AWS workioads.

LEARN MORE

& £ 804

Optimized for VMware Automated security, accelerated Security for the hybrid cloud
compliance
Deep Security was built from the ground up to Efficiently protect your hybrid cioud deployments
efficiently secure virtualized data centers built on Full visibility into VMware deployments and from the latest threats, including ransomware,
VMware technologies. automated security help streamline your data with virtual machine security that works
center ops while speeding up compliance. consistently across the virtualized data center

and the cloud,
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